Be careful with a sales pitch claiming to make an easy money!

Some international students unintentionally assist in crimes after having
been offered "a job to make an easy money". Pay attention to the following
cases in order to avoid getting involved in criminal conducts.
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Selling or giving away your bank accouts and cell phones. ‘

Buying bank accounts and cell phones not belonging to you.
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Receiving a package sent to others and _~ Withdrawing money using
| reshipping it to the instructed place / a cash card not under your name
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"l didn’t know that” won't get you nowhere!
Follow rules, be careful not to he involved in criminal
acts and enjoy yourself living and studying in Japan.

Stay on alert for phishing e-mails!!

There are increasing cases involving malicious e-mails and
short messages in an attempt to guide you to phishing websites
where you are asked to enter your personal information such as
your residential address and credit card number.

Those mails are often disguised as credit card companies or
financial institutions.

Don't access to the link address appeared on phishing
e-mails/short messages and never enter your personal information.

Kyoto Prefectural Police Headgquarters Cyhercrime Division
Kyoto Prefecture Anti-Credit Card Fraud Liaison Council




' BUYING OR GIVING AWAY BANK
m ACCOUNTS AND CELL PHONES

ST0P

What are you
going to do with
your bank accounts
and cell phones
you won't use

any longer?

I'm going back
to my home
country soon.

Bank accounts

and cell phones are
bought and sold
online bulletin board

Well, I'm thinking
of cancelling them.

and social media.

Is that so? Anyway
I'm going back to
my country soon.
| wonder if
| could sell.

But would it be
OK to sell my

Those can be
sold at prices
higher than you
would expect.

Be carefull not to be involved in criminal conducts.

OThere are some cases in which international students are enticed to pick up
an offer to "make easy money" and ended up involved in a crime.

O You must not sell or give away your bank accounts and cell phones. You must not
buy bank accounts and cell phones under someone eles' name.




- STOP!

WITHDRAWING
DEFRAUDED MONEY

What sort of
job are you
talking about?

(1
| work in internet
commerce.

| need someone
to help me.

Can you lend me
a hand?

| can make
an easy
money.
| am going
to take it.

You just withdraw
cash from automatic
bank teller.

You turn an easy
profit.

|/ What! Police?
Why? | have

just withdrawn |

— money.
That's all.

Now they sent
me a cash card.
All 1 dois to

withdraw money
using the card.

Be carefull not to be involved in criminal conducts.

OThere are some cases in which international students are enticed to pick up
an offer to "make easy money" and ended up involved in a crime.

O Never withdraw cash or make remittance using a card under someone else's name.




STOP!

| want to socialize with everyd®e. Fir
Bad guy 2021/01/01 01:01:01 ID:wg

Good remuneration
Part time job available
Contact below

ID for details
Contact ID:waruihito

This postage \
looks fun.
| am getting

UNLAWFUL PACKAGE
FORWARDING

| want that
new game
software

now on sale.
But | am

short of my
allowance.

A package is sent to your home.

All you have to do is to forward the
package to the address | instruct.

Do | get that

much money

just reshipping 3,000 Yen per package
?rgrﬁcﬁg%%? You will get paid in electronic money.

Now I've got
quite an
allowance.

| am going to buy
that brand-new
game software!

Police!?
Have | done

anything
wrong?

" 1 got the
package!
All | have to
dois to
forward it to
the instructed
address.

It's simple
and easy!

Be carefull not to be involved in criminal conducts.

OThere are some cases in which international students are enticed to pick up
an offer to "make easy money" and ended up involved in a crime.

O Never receive a package sent to someone else in order to reship it to the instructed place.




